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Georgia Institute of Technology 
ENGINEERING EXPERIMENT STATION 
Atlanta, Georgia 30332 
10 July 1984 
Department of the Army 
Construction Engineering Research Laboratory 
Interstate Research Park 
Newman Drive 
P. 0. Box 4005 
Champaign, IL 61820 
Attention: 	Mr. Robert Cylkowski 
Subject: Report on Project A-3676, Contract No. DACA88-83-M-0855, "Services 
to Provide a Workshop at CERL, Champaign, Illinois," covering the 
period from 19 September 1983 to 30 June 1984. 
Gentlemen: 
The objective of this program was to assist the Construction Engineering 
Research Laboratory organize and present a Workshop on EMP Hardening of C
3
I 
Facilities. A list of applicable topics and candidate speakers was compiled 
and finalized with CERL's approval. The final agenda was prepared and the 
Workshop was scheduled for 28 February through 2 March 1984. A list of 
invitees was jointly prepared with CERL and invitations mailed. 
A sudden winter snowstorm in Champaign, Illinois forced rescheduling of . 
the Workshop to 17-19 April 1984. A summary report on the Workshop and its 
findings is attached along with a copy of the final program and a list of 
registrants. 
A comprehensive report on the Workshop is under preparation under 
Contract No. DACW88-84-M-1007. 
Rpsnprtfullv quhmittpd. 
H. W. Denny 	CI 
Director, Project A-3676 
Approved: 
F.'L. Cain, Director 
Electronics and Computer Systems Laboratory 
GEORGIA TECH IS A UNIT OF THE UNIVERSITY SYSTEM OF GEORGIA 
AND AN EQUAL EMPLOYMENT/EDUCATION OPPORTUNITY INSTITUTION 
WORKSHOP ON EMP HARDENING OF C3I FACILITIES 
17-19 April 1984 
U.S. Army Corps of Engineers 
Construction Engineering Research Laboratory 
Champaign, Illinois 
Many of the nation's C 3I facilities are potentially susceptible to, and 
thus require protection from, the EMP threat. These facilities have been 
constucted at varying times relative to state-of-the-art changes in EMP tech-
nology. When the construction occurred, the EMP state of the art was less 
mature than at present and, hence, the facilities have varying degrees of EMP 
hardness. Independent studies have identified a number of facilities whose 
mission is sufficiently critical to require protection against EMP. An effort 
is currently underway to assess and, if necessary, upgrade the EMP hardness of 
several of these facilities. In developing criteria and designs for the 
assessments and upgrades, it appears that technology gaps still remain in the 
EMP state of the art. A need exists, therefore, for clearly identifying 
these gaps and for formulating measures to bridge the gaps. As a means of 
assimilating information and data concerning EMP technology gaps, this three-
day workshop was held. 
The purposes of the workshop were to (1) briefly assess the state of the 
art in various areas associated with the design, construction, and 
maintenance of EMP-protected facilities, and (2), from this assessment, 
identify existing technological deficiencies. To these ends, presentations 
in a broad range of EMP topics were made by invited speakers. A copy of the 
agenda is attached. A total of forty-eight attendees were registered; a final 
listing of the registrants is also attached. 
To identify the major voids presently existing in C
3
I facility EMP 
protection, the following approach was used: 
(1) Each speaker was asked to highlight particular needs in his/her 
area of emphasis; 
(2) As a part of the question and answer period following each talk, the 
major issues of concern in the particular topic area were 
identified with inputs from the speaker and the workshop audience; 
(3) At the end of the day, common voids spanning multiple topic areas 
were identified; 
(4) In an overview closing session, the workshop participants jointly 
highlighted overall concerns ranging from as general as the need 
for performance criteria to as specific as how to test as-installed 
filters; and 
(5) Each attendee was asked to complete a "Needs Assessment Question-
naire" on which they noted the technology voids of direct concern to 
them. 
Based upon the presentations and the results of the above five-step 
process, seven general categories of needs or voids were identified. The 
categories are: 
I. Performance Criteria 
II. Testing 
III. Specifications and Standards 
IV. Penetrations 
V. Technical Guidance 
VI. Hardening Alternatives 
VII. Corporate Memory 
Much overlap exists between these areas; clear lines of demarcation can 
not be drawn. In addition, several individual, and technically focused needs 
were named which should be addressed as separate items. (These individual 
needs will be identified in the final documentation on the workshop.) 
Performance Criteria. The need for accepted and justified performance 
criteria for all aspects of an EMP hardened C
3
I facility was repeatedly 
stressed. Levels of performance required on facility elements ranging from 
overall structural shielding effectiveness to power line filter attenuation 
were identified as being strongly needed from both technical and contractual 
perspectives. Wherever possible, these performance criteria need to be kept 
unclassified. 
Testing. 	Testing, for overall EMP hardness as well as for the 
performance of shields, penetrations, filters, transient suppressors, etc., 
is a clear technological void. Numerous questions relating to testing were 
raised. Typical of these questions were: 
o What is the relationship of test results to facility hardness? 
o How are MIL-STD-285 test results related to the EMP hardness 
offered by a shielded room? 
o How do the results obtained on a shielded enclosure before pene-
trations are made compare with the overall shielding effectiveness 
with penetrations installed? 
o Which tests should be threat level and which should be non-threat 
level? 
o Which tests can be conducted by uncleared contractors? 
o How can power line filters be tested so as to properly reflect as-
installed performance? 
Specifications and Standards. The need for specifications and standards 
covering performance, testing, and installation practices is pervasive. The 
breadth of this need ranges from standards for the construction and testing of 
shielded rooms to specifications for terminal protection devices. 
Penetrations. Penetrations of communications, power, and utilities into 
protected areas tend to be special designs for each facility. The need for 
generic designs and standardized methods of treatment was identified. 
Realistic levels of achievable hardening of penetrations need to be quanti-
fied. Simple and meaningful methods for testing the effectiveness of pene-
tration treatments need to be developed. Realistic maintenance programs need 
to be developed and implemented. 
Technical Guidance. In spite of the broad array of technical literature 
produced by and for the electromagnetic specialist, a serious lack of design, 
installation, and maintenance information is available for the nonspecialists 
such as architects, structural/building engineers, and maintenance personnel. 
A need for simple test procedures, maintenance program procedures, and 
construction guidelines was highlighted. 
Hardening Alternatives. 	Currently, the hardening of new facilities 
against EMP is typically met through total metal shielding. Many existing 
facilities strongly suggest the use of less comprehensive measures. Unfor-
tunately little or no data exist as to the effectiveness of the alternative 
measures. Guidance for the design and installation of less-than-solid 
shields needs to be developed. 
Corporate Memory. Methods and procedures need to be developed and 
implemented that will allow the experiences gained on the design of one 
facility to be effectively applied to the next facility. These methods and 
procedures must reflect that different individuals and even organizations may 
be involved with the separate facilities. 
The above seven categories of needs are not necessarily all inclusive of 
every void which was named during the Workshop. Nor does the ordering 
represent consensus priortization of the voids. 
The next planned step is that of compiling a listing of the separate 
needs. This list will then be distributed to the Workshop participants to 
solicit their inputs as to the voids considered to be of maximum concern. The 
results will be tabulated and will form the basis for the final ranking. 
The final summary report of the Workshop will contain the priortized 








17-19 April 1984 
Workshop Moderator, Hugh Denny, Georgia Tech 
TUESDAY, April 17, 1984 
0800 Registration 
0900 Welcome and CERL 
Overview 
Ltc. John Wettack, 
CERL 
0945 Introductory Remarks Charles D. Smith, 
Office of Chief Engineers 
1000 Workshop Overview Ray McCormack, 
CERL 
1010 Break 








1345 "Shielding Techniques 
for C I Facilities" 
G. E. Morgan, 
Rockwell International 
1445 Break 
1500 "DoD EMP Standardization 
Program" 
Joan Ma Pierre, 
Defense Nuclear Agency 










WEDNESDAY, April 18, 1984 
John Frisbie, 
Air Force Weapons Laboratory 
Dr. Singaraju, 







1015 "Low cost Facility Test 
Techniques" 
Lin Albright, 
Booz-Allen, Hamilton, Inc. 
1115 "No-Disruptive Testing" Arthur G. Foster, 
Ogden Air Logistics Command 
1215 Lunch 
1330 "Physical Scale Modeling James Loftus, USA 
for EMP Validation" Harry Diamond Laboratories 





1550 "The Role of Computers in 
EMP Validation" 
W. Cooley, 
Boeing Computer Services 
1650 Adjourn 
THURSDAY, April 19, 1984  
0800 	"Implementation of 
System EMP Protection" 
0900 	"Hardening Deterioration" 
1000 	Break 
Deane Parker, 
Defense Communications Agency 
Ray McCormack, 
USA-CERL 
1020 	"Integrated Grounding 	Hugh Denny, 
and Bonding" 	 Georgia Tech 
1120 	Lunch 
1245 	Workshop Session 
1445 	CERL Tour 
1545 	Compilation of Workshop Findings 
and Discussion of Technology Voids 
1645 	Wrap-Ups, Summary, etc. 
1700 	Adjourn 
EMP WORKSHOP ATTENDANCE LISTING 
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